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Abstract—Cloud computing is a set of IT services that are
provided to a customer over a network on a leased basis
and with the ability to scale up or down their service
requirements. Cloud Computing holds the potential to
eliminate the requirements for setting up of high-cost
computing infrastructure for [T-based solutions and
services that the industry uses. It promises to provide a
flexible IT architecture, accessible through internet from
lightweight portable devices. Many of the organizations
want to migrate there services to cloud. The present cost of
services by an individual company is a lot more compare to
cloud. The cloud service providers (CSP) are interested to
give there cloud access to provide the organizations
services to the clients. Any organization, who want to
migrate there services to cloud has to go through some
algorithm like Xen Hypervisor algorithm. But while
migrating, the services of individual are unavailable for
some time. To avoid this problem, there should be an
algorithm which can reduce the time of services
unavailability while migrating into cloud.
Keywords—Migration, cloud, cloud service provider,
Hypervisor.

[. INTRODUCTION

Cloud Computing is a general term for anything that

involves delivering hosted services over the lrgérn
Instead of a static system architecture, Cloud Qding
supports the ability to dynamically scale up andckjy
scale down, offering cloud consumers high relighilijuick

response times, and the flexibilty to handle ftcaff
fluctuations and demand. Cloud computing also sttppo

multi tenancy, providing systems configured in sactvay
that they can be pooled to be shared by many argons
or individuals. Virtualization technology allows ocid
vendors to convert one server into many virtual mivaes,
thereby eliminating client-server computing witgle-

purpose systems. This maximizes hardware capaaoity a

allows customers to leverage economies of scale.
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Most of the companies, educational institutes atftero
traders are showing their interest to migrate the f
servers, operations and other storages into clButiwhile
migrating into the cloud, there is a services detay
unavailability. To avoid that there must be an &thm
which at least reduce the time of services unabiitia

. LITERETURE REVIEW
Why Migrate?
There are economic and business reasons why ampesge
application can be migrated into the cloud, andehere

also a number of technological reasons. Many ofdhe
efforts come up as initiatives in adoption of cloud

technologies in the enterprise, resulting in indtign of
enterprise applications running off the captiveadeg¢nters
with the new ones that have been developed onltusl.c
Adoption of or integration with cloud computing giees is
a use case of migration.

At the core, migration of an application into tHeud can
happen in one of several ways: Either the appboais
clean and independent, so it runs as is; or persapse

degree of code needs to be modified and adaptetheor

design (and therefore the code) needs to be firgtaneid
into the cloud computing service environment; omlfin
perhaps the migration results in the core architecbeing

migrated for a cloud computing service setting,s thi

resulting in a new architecture being developednglwith
the accompanying design and code implementation.
perhaps while the application is migrated as isisithe
usage of the application that needs to be migrated
therefore adapted and modified. In brief, migraticam
happen at one of the five levels of application,ecatesign,

Or

architecture, and usage. With due simplificationg th

migration of an enterprise application is best cegd by
the following:

P>P'c +P| DP’orc +P)
Where P is the application before migration running

captive data center, P’is the application part after
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migration either into a (hybrid) cloud, |Ps the part of
application being run in the captive local datategnand
P’orc is the application part optimized for cloud. If an
enterprise application cannot be migrated fully,cduld
result in some parts being run on the captive latzth
center while the rest are being migrated into tloeid—
essentially a case of a hybrid cloud usage. Howevken
the entire application is migrated onto the clotingn R is
null. Indeed, the migration of the enterprise aggilon P
can happen at the five levels of application, catsign,
architecture, and usage. It can be that t@enfgration
happens at any of the five levels without angdtmponent.
Compound this with the kind of cloud computing sesv
offering being applied—the laaS model or PaaS @SSa
model—and we have a variety of migration use céisaets
need to be thought through thoroughly by the mignat
architects. To capture this situation succinctlyn o
enumeration, we have the following migration scenase-
case numbers: For migrating into an laaS offeringre are
30 use-case scenarios. For migrating into a Paf8irgf,
there are 20 use-case scenarios. For migratingarBaaS
offering, it is purely a case of migration of usagéth no
accompanying enterprise application migration—Iitkes
case of migrating from an existing local ERP systeiSAP
already being offered on a cloud. Of course, farheaf
these migration use-case scenarios, detailed agmea
exist while for many commonly applicable scenarios,
enterprises have consolidated their migration efpatest
practices. In fact, the migration industry thrives these
custom and proprietary best practices. Many of éhesst
practices are specialized at the level of the corepts of
an enterprise application—like migrating applicatio
servers or the enterprise databases.

Deciding on the Cloud Migration

In fact, several proof of concepts and prototypéshe
enterprise application are experimented on thedctoutake
help in making a sound decision on migrating inbe t
cloud. Post migration, the ROI on the migrationdtdoe
positive for a broad range of pricing variabiliyriving at
a decision for undertaking migration demands titaeethe
compelling factors be clearly understood or thegpratic
approach of consulting a group of experts be ctutst. In
the latter case, much like software estimation, applies
Wide- Band Delphi Techniques to make decisions. )&
the following technique: A questionnaire with seler
classes of key questions that impact the IT duehto
migration of the enterprise application is posedatselect
audience chosen for their technology and business
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expertise. Assume that there are M such classe$. &ass
of questions is assigned a certain relative wegghtgi in
the context of the entire questionnaire. Assume ithahe

M classes of questions, there was a class with >anmoan

of N questions. We can then model the weightagedas
decision makina as MxN weiahtaae matrix as follows:

M N
G =D _B(D_AyXy) =
=1

i=1
where G is the lower weightage threshold ang i€ the
higher weightage threshold whilg; 4 the specific constant
assigned for a question ang & the fraction between 0 and
1 that represents the degree to which that answéhd
guestion is relevant and applicable. Since all pane
class of questions do not have all N questions, the
corresponding has a null value. The lower and highe
thresholds are defined to rule out trivial casemigfration.
A simplified variant of this method can be preserdéeda
balanced scorecard- oriented decision making. Aamge
of that approach to the adoption of cloud is found
Dargha.

Ch

. THE SEVEN-STEP MODEL OF
MIGRATION INTO A CLOUD

Typically migration initiatives into the cloud are
implemented in phases or in stages. A structured an
process-oriented approach to migration into a clbad
several advantages of capturing within itself thestb
practices of many migration projects. While migsatihas
been a difficult and vague subject—of not much egeto
the academics and left to the industry practitisremot
many efforts across the industry have been putoin t
consolidate what has been found to be both a tepnce
earner and a long standing customer pain. After sludy
and practice, we share the Seven-Step Model of ddagr
into the Cloud as part of our efforts in understagdand
leveraging the cloud computing service offerings tlire
enterprise context. In a succinct way, capturesegsence
of the steps in the model of migration into theudpwhile
captures the iterative process of the seven-stepation
into the cloud. Cloud migration assessments compris
assessments to understand the issues involved spttific
case of migration at the application level or tlges the
design, the architecture, or usage levels. In &uoigit
migration assessments are done for the tools heied, the
test cases as well as configurations, functionglitend
NFRs of the enterprise application. This results an
meaningful formulation of a comprehensive migration
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strategy. The first step of the iterative procesthefseven-
step model of migration is basically at the assesgevel.
Proof of concepts or prototypes for various apphneacto
the migration along with the leveraging of pricing
parameters enables one to make appropriate ass#gssme

These assessments are about the cost of migratioelhas
about the ROI that can be achieved in the caseoofugtion
version. The next process step is in isolatingsgitemic
and environmental dependencies of the enterprise
application components within the captive dataeent

[ | 2. Isolate the Dependencies

Q—(_S Map the Messaging & Environment

| 4. Re-architect & Implement the lost Functionalities

B i_.everagc Cloud Functionalities & Features

| 6. Test the Migration

The Seven-Step Model of Migration into the Cloud. (Source: Infosys

Research.)

This, in turn, yields a picture of the level of colexity of

the migration. After isolation is complete, one rthgoes
about generating the mapping constructs betwee stia
possibly remain in the local captive data centett aat
goes onto the cloud. Perhaps a substantial parthef
enterprise application needs to be re- architected,
redesigned, and re-implemented on the cloud. Téis o
just about the functionality of the original entese
application. Due to this migration, it is possiplerhaps that
some functionality is lost. In the next processpstee

leverage the intrinsic features of the cloud cornmgut
service to augment our enterprise application $natn
small ways. Having done the augmentation, we vididad
test the new form of the enterprise applicationhwaén
extensive test suite that comprises testing thepoomnts of
the enterprise application on the cloud as wellesehtest
results could be positive or mixed. In the lattase;, we
iterate and optimize as appropriate. After sevexath
optimizing iterations, the migration is deemed s@stul.

= Exploit = Augment Test = Opltimize—
additional Cases and rework and
cloud features Test iterate
= Seek Low-cost A i » Significantly
augmentations * Run Proof-of- satisfy
= Autoscaling Concepts cloudonomies
* Storage « Test Migration of migration
+ Bandwidth strategy * Optimize
* Security * Test new compliance
testeases duc with standards
to cloud and
on £ o
* Test for = Deliver best
Production migration ROI
Loads * Develop
roadmap for

leveraging new
cloud features

Some details of the iterative Seven-Step Model of Migration into the

Assess Isolate Map
» Cloudonomics + Runtime * Messages = Approximate
* Migration Environment mapping: lost
Costs « Licensing marshalling & functionality
* Recurring » Libraries de-marshalling using cloud
Costs Dependency = Mapping runtime
*» Database data « Applications Environments support APl
5C i -pendency * Mapping * New
« Databasc « Latencies librarics & Usecases
Migration Bottlenecks runtime + Analysis
» Functionality * Performance approximations = Design
migration bottlenecks
» NFR Support » Architectural
Dependencics
Cloud.

Our best practices indicate that it is best toateethrough
this Seven-Step Model process for optimizing anslieng
that the migration into the cloud is both robustd an
comprehensive. captures the typical componentieobest
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practices accumulated in the practice of the S&tep-
Model of Migration into the Cloud. Though not
comprehensive in enumeration, it is representative.
Compared with the typical approach8 to migraticto ithe
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Amazon AWS, our Seven-step model is more generic,
versatile, and comprehensive. The typical migratima the
Amazon AWS is a phased over several steps. ltasitaix
steps as discussed in several white papers in thazén
website and is as follows: The first phase is thaudl
migration assessment phase wherein dependencies are
isolated and strategies worked out to handle these
dependen- cies. The next phase is in trying oubfpad
concepts to build a reference migration architectirhe
third phase is the data migration phase whereiabdae
data segmentation and cleansing is completed. finese
also tries to leverage the various cloud storageonp as
best suited. The fourth phase comprises the apiplica
migration wherein either a “forklift strategy” of igrating

the key enterprise application along with its defmties
(other applications) into the cloud is pursued. g@rhaps
using the “hybrid migration strategy,” the critigaarts of
the enterprise application are retained in thellcegtive
data center while noncritical parts are moved th&cloud.
The fifth phase comprises leveraging the various Zoma
AWS features like elasticity, autoscaling, cloudrage, and

so on. Finally in the sixth phase, the migratioo@imized

for the cloud. These phases are representative oef h
typical IT staff would like to migrate an entermis
application without touching its innards but onlgrpaps at
the level of configurations—this perfectly matchathwhe
typical laaS cloud computing offerings. Howeveristis
just a subset of our Seven-step Migration Model iangery
specific and proprietary to Amazon cloud offering.

Live Migration and High Availability: Live migration
(which is also called hot or real-time migratiorgnche
defined as the movement of a virtual machine frore on
physical host to another while being powered onewh is
properly carried out, this process takes place awithany
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noticeable effect from the end user’s point of vigmmatter
of milliseconds). One of the most significant adegets of
live migration is the fact that it facilitates piae
maintenance in case of failure, because the patenti
problem can be resolved before the disruption ofice
occurs. Live migration can also be used for loa@dri@ng
in which work is shared among computers in order to
optimize the utilization of available CPU resources
V. LIVE MIGRATION ANATOMY, XEN
HYPERVISOR ALGORITHM
In this section we will explain live migration’s rmieanism
and how memory and virtual machine states are being
transferred, through the network, from one host A t
another host B [21]; the Xen hypervisor is an exianipr
this mechanism. The logical steps that are execwtaeh
migrating an OS are summarized in. In this reseaifud
migration process has been viewed as a transakttiona
interaction between the two hosts involved:
Stage 0: Pre-Migration. An active virtual machine exists on
the physical host A.
Stage 1: Reservation. A request is issued to migrate an OS
from host A to host B (a precondition is that thecessary
resources exist on B and on a VM container of siad).
Stage 2: lterative Pre-Copy. During the first iteration, all
pages are transferred from A to B. Subsequenttibesa
copy only those pages dirtied during the previcasdfer
phase.
Stage 3. Stop-and-Copy. Running OS instance at A is
suspended, and its network traffic is redirectedBtoAs
described in reference 21, CPU state and any rémgain
inconsistent memory pages are then transferredhe\end
of this stage, there is a consistent suspended obplye
VM at both A and B. The copy at A is considerednaty
and is resumed in case of failure.
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| VM running normally on
{Host A

Stage 0: Pre-Migration
Active VM on Host A

Alternate physical host may be preselected for migration
Block devices mirrored and free resources maintained

Stage 1: Reservation
Initialize a container on the target host

Overhead due to copying

Stage 2: lterative Pre-copy
Enable shadow paging
Copy dirty pages in successive rounds.

| Downtime

| . . e 3: Sy opy
|\ (VM Out of Service) Stage 3: Stop and copy

Suspend VM on host A

Generate ARP to redirect traffic to Host B
Synchronize all remaining VM state to Host B

¥

Stage 4: Commitment

VM state on Host A is released

T

,* ,,,,,,,

Stage 5: Activation
VM starts on Host B
Connects to local devices
resumes normal operation

{Host B

T

Live migration timeline

Stage 4: Commitment. Host B indicates to A that it has
successfully received a consistent OS image. Host A
acknowledges this message as a commitment of the
migration transaction. Host A may now discard thiginal

VM, and host B becomes the primary host.

Stage 5: Activation. The migrated VM on B is now
activated. Post-migration code runs to reattachdéhace’s
drivers to the new machine and advertise moved IP
addresses.

V. MIGRATION RISKSAND MITIGATION

The biggest challenge to any cloud migration pitogtiow
effectively the migration risks are identified andigated.

In the Seven-Step Model of Migration into the Clptite
process step of testing and validating includesreffto
identify the key migration risks. In the optimizati step, we
address various approaches to mitigate the ideahtifie
migration risks. Migration risks for migrating intbe cloud
fall under two broad categories: the general mignatisks
and the security-related migration risks. In thenfer we
address several issues including performance nrorgto
and tuning essentially identifying all possible guotion
level deviants; the business continuity and disasteovery

in the world of cloud computing service; the coraptie
with standards and governance issues; the IP aadsling
issues; the quality of service (QoS) parametersvels as
the corresponding SLAs committed to; the ownership,
transfer, and storage of data in the applicatiome t
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portability and interoperability issues which couielp
mitigate potential vendor lock-ins; the issues tresult in
trivializing and non-comprehending the complexitie
migration that results in migration failure anddasf senior
management’s business confidence in these efforts.

On the security front, the cloud migration riske ptenty as
addressed in the guideline document published &¥tbud
Security Alliance. Issues include security at vasidevels
of the enterprise application as applicable ondioeid in
addition to issues of trust and issues of privadyere are
several legal compliances that a migration stratagy
implementation has to fulfill, including obtaininget right
execution logs as well as retaining the rights ltoaadit
trails at a detailed level which currently may et fully
available. On matters of governance, there arerakve
shortcomings in the current cloud computing service
vendors. Matters of multi-tenancy and the impadfToflata
leakage in the cloud computing environments is
acknowledged; however, the robustness of the soisitto
prevent it is not fully validated. Key aspects afnerability
management and incident responses quality areoyéet
supported in a substantial way by the cloud serv@wlors.
Finally there are issues of consistent identity agemment
as well. These and several of the issues are disduin
future. Issues and challenges listed in table oaetito be
the persistent research and engineering challeriges
coming up with appropriate cloud computing
implementations.
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